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EXECUTIVE SUMMARY
This report surveys the current and future information and communications technology
(ICT) business leaders from the Central and Eastern European (CEE) region in order to
provide the first to date study that analyzes the role of values, axiological and cultural
sentiments, and personal attitudes of this group in relation to non-Western based
business - primarily Chinese. The target groups are those who can be understood to be
present-day and future leaders, changemakers, and industry leaders who will decide
upon the shape of economic cooperation, intelligence and defense cooperation, as well
as diplomatic relations for years to come.
The data showed that CEE ICT innovators, as a whole, look to the attitudes of political
leaders in all countries to choose whether or not to engage in business practices there.
92 per cent of ICT leaders in CEE do not do business with China — of those who do,
half live in countries where they believe their government is completely undemocratic (1
out of 10) or mostly undemocratic (5 out of 10). The average rating for how democratic
their states are for CEE ICT innovators is at 6.3 out of 10, with Hungary (2.6 out of 10)
and Poland (4.5 out of 10) ranking far below the average, mirroring the ongoing decline
of democratic standards in both these countries where illiberal governments have held
power for many years.
For those 27 per cent of respondents who stated that their business decision-making is
affected by their attitudes towards political leaders in China, 50 per cent chose other
options — EU, US, Russia, Other emerging powers — as well. No respondents chose
only the China option, while 8 per cent chose Russia and China and did not include
other options. Of those ICT innovators who stated that their business decision-making
is affected by their attitudes towards political leaders in China overwhelmingly chose
the Russia option as well. In a similar trend, all CEE ICT innovators who do business
with Russia believe that the governments in which they reside are very undemocratic
(2.5 out of 10). For those who did or did not do business with Russia and China, it was
necessary to dive a bit deeper into understanding whether there is a correlation
between their attitudes towards political leaders in these countries and their business
decision-making practices.
Proving our initial assumptions correct, that most cybersecurity attacks stem from
Russia and China, CEE ICT innovators believe cybersecurity threats come mostly from
Russia (78.4 per cent), with China coming in second (64.7 per cent). In addition, 72 per
cent of CEE ICT business leaders are somewhat concerned (out of a scale from 0 to
10, most respondents chose 6 or above) about cybersecurity threats related to their
business, mostly stemming from Russia and China. The war in Ukraine is causing a
reorientation of work to other more important topics, most notably, related to migration
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and transparency in legislation. The business models do not change, but the public
mission and personal capacity have dwindled, as many are trying to help people from
Ukraine by providing them shelter and pro-bono goods and consultancy services.
Lastly, the changing of business location is contingent on stability and security — the
EU has a large amount of uncertainty at the moment and high prices are contingent on
the ongoing conflict — as business can only flourish in stable times.
Four possible scenarios are drawn in this report as a result of the data. With a mass
exodus of business from Russia, the first scenario shows an increased opportunity for
businesses to look for more opportunities and expand Eastward, primarily to China.
The second scenario shows the seesaw of ICT innovation in CEE: negatively, there is a
closing space of ICT innovation in CEE due to the ongoing conflict with Russia; more
positively, the fallout from the war could help both CEE and other Eastern markets,
particularly China, to fill in the market gap created by the closing down of providers
and services in and from Russia, Belarus, and Ukraine. The third scenario shows an
increased securitized space for the ICT industry. As companies continue to securitize,
investments and opportunities are lower, leading to less business development and
growth, causing a ripple effect on the growth of the ICT sector as a whole. This will
affect the ability for Chinese businesses to flow or expand into the CEE market and
vice versa. The final scenario is a more optimistic one, where ICT companies suffer
losses in the interim but adjust their model of business due to the flexibility of these
models in the first place. This would entail businesses focusing on their own domestic
markets and decreasing the amount of CEE ICT business opportunities with China.
One overarching recommendation is that more research on this topic should be
conducted, particularly with a similar target group who may then serve as an advocacy
group moving forward to workshop possible scenarios or future outcomes and
strategies for business development of the ICT industry in the region. As the content of
the survey was limited, another recommendation is to expand on the number of
questions but to have several studies which focus on a different aspect of this
exploratory research. For instance, the hiring of Russian ICT specialists in CEE was left
out of this survey, as the focus was more on China and Eastward expansion of ICT
businesses from the region. Interesting further results could be seen by studying and
analyzing this chain of hiring to understand where both the negative and positive
impact of the closing of the Russian, Belarussian, and Ukrainian markets can be seen.
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FOREWORD
In its early days, the internet, computers and other digital innovations were considered
technologies designed to forgo borders both metaphorically and geographically. After
the change in US policy regarding the technical and legal ramifications of the internet in
the 1990s, it was the private, consumer-oriented, mainly American companies that
paved the way for the emergence of new, global digital markets. Despite the Dot Com
crash at the brink of the 21st century, in many cases, they also became leading, and in
the case of companies like GAFAM, even oligopolistic players in a wide variety of new
sectors. These technologies greatly contributed, alongside lessening of regulations and
lowering costs of transnational capital flows to the rapid globalization. Thanks to them,
the decades after 1989 might very well go down in history as haydays of laissez faire,
global digital economy.
However, this story is only partly true. The foundations of information and computer
technology, cybernetics, are in fact products of decades of collaboration between
private companies and publicly funded universities, research institutes, government
institutions, including military or intelligence agencies. ARPANET, the precursor of the
modern web, became an indispensable tool for governance and diplomacy quickly
after its invention. The first official diplomatic email was sent by her Majesty Queen
Elisabeth II in 1976, right after electronic messaging first came into use for internal
purposes in the Carter Administration. On the economic side of things, it was the US
government under Ronald Reagan who helped to lay foundations for new
private-sector innovators to flourish and profit, after its antitrust campaign leading to
the breakup of the AT&T monopoly in 1982.
As the years passed however, with few exceptions, web entrepreneurs became mostly
free to pursue their business goals, often having to face less regulatory pressure and
public scrutiny than the companies operating in the “offline” realm. It was not until quite
recently that the governments globally started to catch up with the growing digital
private sector and its consumer base. To ongoing “governmentalization” of the internet
should not be understood only as a reaction to the mass adoption of new technologies
into modern societies, and the legal and market disruption and chaos that ensued —
along with new forms of abuses, fraud or crimes. It is also — and particularly in the last
couple of years, perhaps mainly — a result of the growth of competitive, antagonistic,
illegal or even openly hostile policy practices employed by state actors in
non-democratic countries, be it China, Russia or even technologically underdeveloped
North Korea. Authoritarian regimes saw the rise of the digital economy as a chance to
reshape the global power balance in their favor, and since the dawn of the 21st century
have been using both material and digital products in a manner that can only be
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described as dual-purposed. In times of vibrant economic cooperation, when global
trade was on the rise, particularly Chinese companies would benefit from their role as
mass producers of both hardware and, especially in recent years, programs and
applications. Apart from the strictly technological angle, the growth of Chinese
companies allowed for wide-scale use of economic and soft power by the Chinese
Communist Party via overseas, localized branches of de-facto state controlled
corporations. Simultaneously, since the nature of the knowledge economy allows to
combine business and intelligence objectives, the very same machines, gadgets and
apps can be easily utilized as very cost-effective tools for espionage and
disinformation. This important aspect of the emerging digital technologies was often
overlooked, leading many countries to become more and more reliable on high-tech
imports from China.
Things began to change during Donald Trump’s term at the Oval Office. Strong
rhetorics combined with unilateral and often unexpected policies on trade, tariffs and
international cooperation with China, despite being criticized by the Democrats during
his presidency, was to a large extent continued by Joe Biden as he took over the White
House. The Covid pandemics added a material component to the fragmentation of the
digital economy. The de-and-re-composition of global value chains and international
trade of high technologies as well as components and raw materials they require to
produce have already affected the hike in inflation levels across the world.
Now, with the outbreak of Russia's war on Ukraine, the process of ‘deglobalization’ (or
‘decoupling’) only accelerated, with the digital sectors (Huawei, ZTE, Tik Tok) often
being at the forefront of the economic battlegrounds. “The Splinternet” is a term that
experts use to describe the ongoing process of fragmentation of the worldwide web
into clusters of local digital markets under national or, at best, limited multinational
jurisdictions. In that regard, the new web and the broader ICT sectors become
subjected to the same economic, political and social norms as the rest of the economy.
Russia’s invasion of Ukraine added fuel to the fire, leading many analysts to assess the
risks of stagflation and prolonged hyperinflation as high.
These new circumstances demand taking innovative approaches to various aspects of
modern administrative and economic governance. Investments, trade, R&D programs,
diplomacy or defense partnerships require a new, multidimensional approach that
includes both economic as well as political and technological analysis of past and
future partnerships as well as competition.
The goal of this research project was to lay foundations for a new approach towards
Transatlantic economic, technological and political cooperation. To achieve that, an
exploratory study was created to be an innovative, original approach that combines
approaches used in political sciences and business research. It provides valuable
insights into the role values and sentiments play in the business operations of ICT
innovators from Central and Eastern Europe after Russia’s invasion of Ukraine. It also
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can serve as a founding study for further analytical projects, allowing for upscaling well
as additional in-depth studies.
It is in this context that the issues of democratic axiology applied to market analysis
come in handy. Policymakers, diplomats and industry leaders have to yet again
reconcile with the fact that liberty comes at a cost. The ambition of the report is to
provide the best possible information on how to assess it.

Background and Objectives
The objective of the survey was to create a first-ever report that estimates the susceptibility of
the growing digital sectors in the V4+ region to the non-Western based (primarily Chinese)
business cooperation leading to economic and intelligence infiltration, in addition to potential
tools that could serve as effective countermeasures against it. By surveying current and future
information and communications technology (ICT) business leaders, this survey is the first to
date study that analyzes the role of values, axiological and cultural sentiments, and personal
attitudes of this group in relation to non-Western based business.
The contribution of this exploratory study lies in its unique target group, namely, the top Central
and Eastern European ICT innovators in regards to the international dimension of their past
success and growth prospects and how this links to their approaches, practices, and opinions
on democratic security, cybersecurity, and non-Western economic superpowers (i.e. China).
The group surveyed was among those NEW EUROPE 100 leaders — a group of most
successful innovators (entrepreneurs, experts, investors and activists) in the CEE region
recognized by the Res Publica Nowa expert community since 2014. Taking previous NE100
participants, and including a more up-to-date group of leading ICT innovators, the target group
are those who can be understood to be present-day and future leaders, changemakers, and
industry leaders who will decide upon the shape of economic cooperation, intelligence and
defense cooperation, as well as diplomatic relations for years to come.
It should be stated that the results of this study are qualitative and preliminary, and the author
does not recommend direct extrapolations for policy purposes. The survey distributed among
the participants was however designed to serve as a founding study for future projects,
allowing iterations both in terms of scale and depth — for instance among representatives of
the whole ICT sector in the region. Although the authors do not claim the results of the survey
to be statistically representative for the CEE companies as such, the findings do provide an
in-depth look into the prevalent attitudes and reflect dominant narratives regarding the
international context of running a vibrant ICT company in the region. Not only will these
findings serve as a foundation for subsequent larger-scale research and more in-depth case
studies they will also provide invaluable insight into the future scenarios that the CEE region
could take in regard to future cooperation with non-Western businesses.
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Review of Critical Research
A multitude of research on US or EU sentiments towards China and Russia does exist. For
instance, more sociological on-the-ground research mapping American sentiments from the
Pew Research Center show a growing mistrust in the Chinese superpower and its close
relationship with Russia, while the perception of Beijing as the number one global superpower
has doubled since 2020. In addition to these growing sentiments, many uncertainties remain as
well, whether it's travel restrictions to China, Russia, or the EU, profitability amid the pandemic,
and US-China tensions in relation to Russia. However, as the American Chamber of
Commerce's recent report on China showed, there was a net positive for the outlook of
businesses, as it remains an attractive investment destination that will not likely be replaced in
the near to medium future. In addition to the individual-consumer and more macro-level
economic research on China, there are some studies which look at the management level, as
Harvard Business Professor Lynn S. Paine did, thereby interviewing China business heads of
nearly two dozen large American, European, and Asian (non-mainland) companies throughout
the course of three years. This study confirmed that success in China demands from foreign
companies cultural understanding and adaptability, market knowledge, and the ability to sense
and respond to rapid change, along with support from headquarters. Still, this research had its
limitations. It was conducted nearly 12 years ago, the interviewees were male-only, and had a
specific economic bias in mind assessing economic success. This survey zeroes in on several
new areas: first, the locale of Central and Eastern Europe, and secondly, views and attitudes on
democratic standards, taken directly from c-level executives, founders, co-founders, or
business leaders to assess how these views would factor into their future business decisions.
The focus on Central and Eastern Europe is a strategically important one — its labor and
market potential in the digital economy is increasingly a subject of rivalry between major global
tech providers, while the recent pandemics acted only as an accelerator of these processes.
There is active competition now for consumers in the USA, China, Russia, and EU member
states and additionally for strategic state investments and strategic cooperation for large and
mid-size private companies. Chinese companies are major exporters of dual-purpose
technologies combining economic expansion with the scientific, market and political
espionage, price dumping, and use of agents of influence, are putting pressure on US and EU
based technologies in the region. Given that data leaks, state and corporate technological
espionage and digital economic dependency are on the rise, contemporary analytical,
academic and media discourse have to include a new perspective. It is important to state that
a paradigm shift is also needed in the field of economics, which would greatly benefit from the
rediscovery of the international political economy perspective.
Such processes can potentially undermine foundations for strategic scientific, intelligence and
defense cooperation based on democratic axiology and could eventually lead to fragmentation
of strong social and economic bonds that hold the V4 and Three Seas initiative close within
NATO or its direct sphere of influence. Thus, the question of data and tech sovereignty,
international cooperation and strategic markets have to be analyzed through the prism of
foreign relations and international cooperation. So far, the problem of state soft and market
power in the ICT sector in the V4 region has not been holistically tackled. As a first step, this
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study seeks to fill this gap by understanding what key underlying factors affect the
decision-making process of CEOs and founders of the most innovative and promising tech
companies in CEE. It gathers insight into which elements determine the outcome of
investments in digital solutions and where these ICT innovators look to next for their future
business destinations. The survey offers a means for us to analyze the impact of political
sentiments, values, and international relations to map out existing and potential weak spots of
Western-based digital business cooperation.

Survey Method
The target group of the study was high-level ITC leaders from the Central and Eastern Europe
region based on NEW EUROPE 100 laureates — a group of leading innovators (entrepreneurs,
experts, investors, and activists) who were recognized by Res Publica Foundation (Visegrad
Insight), Google, Financial Times and Visegrad Fund, nominated by dozens of regional partners.
The NE100 is a community established in 2014 and consists of present-day and future leaders,
changemakers, and industry leaders who will be deciding upon the shape of economic
cooperation, intelligence and defense cooperation and diplomatic relations for the years to
come. These high-level ITC leaders are those who employ modern technology to create new
pathways in culture, politics, business, and science. The vast majority are entrepreneurs who
serve as board members, run companies, established start-ups in their respective industries,
meaning that all have a high level of business acumen and knowledge.
Figure 1. Respondents Highest Level of Education
Situation scores:
0-15 good, 15.01-25 satisfactory, 25.01-35 problematic, 35.01-55 difficult, 55.01-100 very serious
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The number of respondents for the survey was 52 and the average age of the respondents was
41. Due to the fact that these respondents were very high-level executives and held the most
senior level positions at their companies, a vast amount of research was conducted prior to the
data collection. This entailed finding the top ICT innovators via a number of different channels:
basic web research, top lists of leaders from main outlets (i.e. TIME, Newsweek), reaching out
to specific entrepreneurs for introductions to others, and so forth. The proposed minimum of 10
per country was the aim. The research method was an online survey (CAWI,
Computer-Assisted Web Interview) done through Typeform. It was to be an anonymous survey
that allowed respondents the ability to freely answer both short and long answer questions.
Invitations to take part in the survey were sent out via email as a first step. As the response rate
was fairly low to start, respondents were engaged via telephone and such interviews were
conducted this way additionally.
The content of the invitation to the survey contained all key information, including an
explanation of who was carrying out the survey and why, assurances of anonymity, and how
long it takes to complete the survey. The survey consisted primarily of multiple-choice
questions which were closed-ended in order to increase the willingness of respondents to take
part in the study while ensuring standardization. The questionnaire also included
classification/demographic questions such as age, gender, nationality, place of residence,
education, occupation, among others, which allowed us to better analyze the collected data, to
assess relationships between variables, and to test hypotheses in a scientifically rigorous way.
Figure 2. Respondents Gender Makeup

The survey will focus on geopolitical aspects of running a successful business in the digital age
and will cover topics such as:
●
●

Current major trade and tech partners
Perception of global digital competition (USA, China, Russia, the EU)

www.visegradinsight.eu

10

●
●
●
●
●

Attitude towards leading global powers (USA, China, Russia, the EU)
Major export destinations
Role of cybersecurity in business decisions
Decisive factors of business cybersecurity decisions
National and transnational regulatory obstacles & expectations

Some sample questions are the following:
●

●
●

Is your business making decisions affected by your attitudes towards political leaders in:
(closed)
○ European Union
○ United States
○ Russia
○ China
○ Other Emerging Powers
○ None of the above
How democratic is the government in your country? (0-10) (closed)
Have you noticed other businesses engage in dishonest practices you wouldn’t do with
international partners? Describe them (open-ended)

As a similar study has never been conducted before, this was primarily an exploratory study.
Exploratory studies are essential whenever researchers are breaking new ground. Exploratory
studies are more typically done for three purposes: (1) To satisfy the researcher's curiosity and
desire for better understanding; (2) To test the feasibility of understanding a more extensive
study; (3) To develop the methods to be employed in any subsequent study.

Results & Findings
This section details key findings and shows where CEE ICT innovators would choose to do
business next, with political attitudes and regulatory obstacles being one of the main
motivations for these moves.
Some notable trends and observations can be seen in the aggregated data. The average rating
for how democratic their states are for CEE ICT innovators is at 6.3 out of 10, with Hungary (2.6
out of 10) and Poland (4.5 out of 10) ranking far below the average, mirroring the ongoing
discussion on decline of democratic standards in both of these countries where (often
self-proclaimed) illiberal governments have held power for many years. CEE ICT innovators, as
a whole, look to the attitudes of political leaders in all countries to choose whether or not to
engage in business practices there. 92 per cent of ICT leaders in CEE declare that they do not
do business with China. Of those who do, half live in countries where they believe their
government is completely undemocratic (1 out of 10) or mostly undemocratic (5 out of 10), and
their attitude breakdowns will further show this. Further research is needed, however from the
outlook it seems that there might be a significant correlation between the perceived level of
democratization in one’s country and the openness to doing business with counterparts from
non-democratic countries. This “business cynicism” might reflect the state of public debate
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and the media in countries with democracy in decline while at the same time support
international policies based on linking political and economic freedoms as parts of the same
regulatory framework.
In addition, 72 per cent of CEE ICT business leaders are somewhat concerned (out of a scale
from 0 to 10, most respondents chose 6) about cybersecurity threats related to their business,
mostly stemming from Russia and China. These practices affect their business decisions
directly and factor into where they plan to do business next. Given the ability of this research to
be as up-to-date as possible, it was possible to also survey CEE ICT business leaders as to
what the Russian invasion of Ukraine has done for their business and their efforts more
generally. The results further show how their political attitudes factor into many of their
business decisions, even at the detriment of their own profits. The most common ways that the
war in Ukraine has impacted their businesses are the following: closing down of businesses or
branches; closing businesses in Russia; loss of business and investment opportunities; general
market anxiety leading to fewer business opportunities; and the rights restrictions impacting
freedom of information from the context of war.
In terms of international regulatory obstacles to the businesses of CEE ICT innovators, most
respondents pointed to the usual suspects: patents, EU legislation on copyrights; barriers of
entry in certain markets; localization issues and privacy concerns.

Democratic Attitudes in Business Practices
One of the main motivations for this survey was to understand the political attitudes of leading
ICT CEE innovators and whether this factors into their business decisions. To map out the
future of the ICT sector in relation to democratic attitudes, it was necessary to first understand
how these innovators rated their own government in terms of democratic standards.
Throughout the CEE region, the average rating for how democratic the government is in their
country is 6.2/10.
Figure 3. Ranking governments by democratic standards
On a scale of 0-10 (0-very undemocratic to 10-very democratic)
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Of the most considerable trends within this question is which regions ranked highly or lowly in
terms of democratic standards in their own country. On the higher end is the Baltic Region,
where there was an above-average rating for how democratic the government is in their
country ranks: Estonia (9 out of 10), Latvia (8.5 out of 10), and Lithuania (9 out of 10).
Interestingly, in the Visegrad Region, the results varied. Both Czechia (7.5 out of 10) and
Slovaka (7 out of 10) were above average when it comes to how democratic their countries are.
However, both Hungary (2.6 out of 10) and Poland (4.5 out of 10) ranked far below the average
for how democratic the government is. In fact, once all Polish and Hungarian respondents are
removed, the average rating would be 7.64 out of 10, nearly another point and a half more than
the average with Hungary and Poland included.
Interestingly, the deterioration of democratic standards in Poland and Hungary — which have
been explicated and shown in various studies and rankings (i.e. Freedom House rankings) —
are similarly understood by leading ICT innovators in those countries. The story of institutional
capture seen in Hungary and Poland — most notably in the media, the judiciary, the civic
sector, and elections — have led to the decrease of democratic standards in these countries
and are reflected in the responses of ICT innovators. With these rankings of democratic
standards, it will now be juxtaposed with other specific business-related practices to
understand whether - and to what extent - this factors into their decision-making processes.
Overall, the majority of CEE ICT businesses have their practices based in the EU and do
business with others in EU countries, followed in second place by the United States (51 per
cent) secondly, with a massive drop off for the remaining categories (other emerging powers,
China, Russia, none of the above). Interestingly, 92 per cent of ICT leaders in CEE claim not to
be doing business with China.
Figure 4. Ranking where ICT innovators do business
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However, for those 7.8 per cent of ICT innovators who do business with China, roughly 50 per
cent believe their government is completely undemocratic (1 out of 10) or mostly undemocratic
(5 out of 10), most notably from Hungary. In a similar trend, all CEE ICT innovators who do
business with Russia believe that the governments in which they reside are very undemocratic
(2.5 out of 10). For those who did or did not do business with Russia and China, it is necessary
to dive a bit deeper into understanding whether there is a correlation between their attitudes
towards political leaders in these countries and their business decision-making practices.
Figure 5. Ranking political attitudes towards certain leaders
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Most notably, nearly 80 per cent of CEE ICT innovators state that their
business-decision-making is affected by their attitudes towards political leaders, with only 19.6
per cent dismissing that the attitudes of political leaders matter for their business
decision-making. 27 per cent of respondents who stated that their business decision-making is
affected by their attitudes towards political leaders indicated China, and 50 per cent chose
other options (EU, US, Russia, Other emerging powers). No respondents chose only the China
option, while 8 per cent chose Russia and China and did not include other countries. Of those
ICT innovators who stated that their business decision-making is affected by their attitudes
towards political leaders in China overwhelmingly chose the Russia option as well.
What this finding shows is that many CEE ICT innovators are, as a whole, looking to the
attitudes of political leaders in all countries to choose whether or not to engage in business
practices there.

Cybersecurity Threats and Business Practices
Given that ICT innovators have their businesses tied up in the tech industry, the study aimed to
find a way to understand whether - and, if so, to what extent - cybersecurity threats affect their
business practices. Prior to the start of the survey, one of our assumptions was that
cybersecurity threats do affect business practices. Not only as a direct way to enhance digital
safety and security for their enterprises, but also to understand whether these threats will
hinder them from entering into certain markets. The overall concern for cybersecurity threats for
all CEE ICT business leaders is 7.3 out of 10.
Figure 6. Ranking cybersecurity threats
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Nearly one-fourth of respondents (23.5 per cent) were extremely concerned (10 out of 10)
about cybersecurity threats to their business. Furthermore, 72 per cent of respondents were at
least quite concerned 6-10 out of 10) about cybersecurity threats to their business. Only Latvia
ranked below the average rating, whereas many other Baltic countries rank far above this:
Estonia (9 out of 10), and Lithuania (8 out of 10). In the Visegrad Region, all respondents ranked
above the average rating, with Slovakia leading (9 out of 10), followed by Czechia (7.8 out of
10), Hungary (7.45 out of 10) and Poland (7.45 out of 10). Where, then, do cybersecurity threats
originate from in respect to these CEE ICT innovators?
Figure 7. Ranking where cybersecurity threats stem from

Proving our initial assumptions correct, that most cybersecurity attacks stem from Russia and
China, CEE ICT innovators believe cybersecurity threats come mostly from Russia, with China
coming in second (64.7 per cent). This result confirms an obvious hypothesis that the
perception of cyberthreats stems from living in a society that is being often, or even constantly
subjected to digital misinformation and other forms of hybrid warfare, as it is the case with the
Baltic states being targeted by the Russian cyberwarfare. After the second option, there is a
considerable drop off with the third option - from other emerging powers (29.4 per cent) - to the
fourth tied option of the US and EU (21.6 per cent). All respondents who ranked cybersecurity
concerns as highly concerning (7-10 out of 10) stated that cybersecurity attacks are most
worryingly coming from Russia, following the global trend of Russian disinformation infiltration
and cyberattacks.
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The Impact of the War in Ukraine on Business
Decisions
Given the dynamic ability of this research to capture up-to-the-minute developments in the
region, it was possible to ask respondents whether - and to what extent - the war in Ukraine
has impacted their business. The assumption held prior to asking this question is that many
tech companies in the region would have placed some restrictions on their business towards
Russia in light of its invasion of Ukraine. The open-ended results showed that their political
attitudes did, in fact, affect their business decision-making when it came to the Russian
markets, and in some cases, their entire business as a whole was affected. Assessing the
open-ended responses, there were four areas categorized:
●
●
●
●

The war impacted businesses by closing down branches or offices entirely;
The war impacted businesses by losing opportunities, profits, and investment
opportunities;
The war impacted businesses through general market anxiety;
The war impacted businesses by opening up opportunities.

Closing Down of Business
Nearly 10 per cent of respondents stated that they closed down their business in the Russian
market. One interesting trend can be seen in those who closed down their businesses in Russia
- they ranked the democratic standards in their country to be very high (9 out of 10, 10 out of
10 respectively). Some went as far as stating that they no longer invest in Russia and in
Russian companies, others cut the business opportunities they had with Russia altogether, and
so forth.
Loss of Business and Investment Opportunities
The majority of respondents did say that the war in Ukraine has impacted all of their
businesses in one way or another. Many have lost partners in Ukraine, or for those who are
based in Poland, the area is considered as threatened by war, specifically stemming from US
investors, losing several investment opportunities. Investors are suddenly more hesitant to
invest, banks are stopping lending, sponsorships have vanished for events, and electronic
manufacturing businesses' strain on components have skyrocketed, particularly for the energy
sector. Others also stated that their business projects were stopped in the Ukrainian market
and caused severe financial losses for the company, including the reduction of workforce.
General Market Anxiety
Overall, all CEE ICT innovators said that there is a general atmospheric change, with much
higher uncertainty and large scale innovations slowed down or have been deprioritized. Many
consumers are reluctant to try a new business, and investment in new businesses have gone
down in the region. In fact, many companies have been looking to relocate outside of the
European Union, as inflation has hit them quite hard. Digital law services have been cut in
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many businesses, given that in hard times, it is seen as an “unnecessary service and good”.
Overall, the following changes could be seen within this larger general market anxiety issues:
●
●
●
●

Problems with cash flow due to increased payments to housing or paying daily costs
Cheaper alternative solutions to providers, leading to a learning curve for companies
Supply-chain disruptions
Ad conversions drop, market prices drop in the region

Opened Opportunities
Interestingly, there were several respondents who did say that the war in Ukraine has actually
brought new opportunities for their tech community, as many companies working with Russia
and Ukraine are looking toward different markets to refocus their attention in the region. This
was mostly related to the Visegrad Region, specifically, Slovakia and Poland. Coupled with the
attitudes toward democratic standards, several respondents also noted that the war in Ukraine
is causing a reorientation of work to other more important topics, most notably, related to
migration and transparency in legislation. The business models do not change, but the public
mission and personal capacity has dwindled, as many are trying to help people from Ukraine
by providing them shelter and pro-bono goods and consultancy services.

Obstacles for CEE ICT Businesses
Apart from asking respondents about their political attitudes towards their business
decision-making, we also wanted to survey these CEE innovators to understand whether there
are any international regulatory obstacles, such as copyrights and privacy, that affect their
businesses. We have grouped them into the following categories: barriers of entry, localization
problems, and privacy concerns.
Barriers of Entry
Despite regional cooperation in CEE, many ICT business leaders have pointed to large barriers
of entry in other markets as one of the major obstacles to their business success. The lack of
protection and enforceability for actions is a grave concern. For instance, one business owner
in Romania, who provides digital and tech law services across the EU, states how the changes
in frameworks continually slows down business, as there is always a lack of uncertainty behind
their decisions. Local businesses do not pursue expansion beyond the national borders (even
though their products and services are often online based) because the legal framework is
complex and difficult to have one unanimous approach.
Localization Problems
In addition to the barriers of entry, there were specific instances where these business leaders
pointed to the problem of localization in their business decision-making process. Payment
systems, for instance, are based on local regulator’s requirements to inspect very sensitive
and often IP-protected source code information. The regulation of social media platforms limits
the distribution of certain content (i.e. keywords related to COVID, abortion, minority rights or
immigration). Patents, copyrights, and the regulation of the internet are also key areas where
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localization affects the business, significantly increasing costs of upscaling or even hindering
business operations altogether.
Privacy Concerns
Overwhelmingly, respondents noted privacy concerns as one of the most important aspects
that is an obstacle to their business. These include GDPR compliance, payment regulations,
and copyrights. The question of privacy protection however seems not to be a regional issue,
but instead a question of top-down regulatory and diplomatic solutions negotiated between the
EU and the US.

New Space for CEE ICT Innovation
As the region comes to terms with recent developments and seeks to expand their
headquarters and business to other countries in the EU — or even globally — we wanted to
survey our respondents to see where they would choose to start their next business from and
why. Nearly half of the respondents stated that they would decide to start their business within
the EU, with many zeroing in on Estonia (due to their advanced digital space) and Poland (due
to the amount of opportunities and available talent there from a business perspective).
Interestingly, several chose Germany due to their stable law regulations and the greater social
responsibility and justice that the country advocates for. The Nordic countries were also
chosen, specifically Sweden, as it is business-friendly, modern, and open-minded. The second
option most frequently chosen was the United States. Reasons given by the participants varied
from the size of the market and willingness to buy specific products, standard business
environment for investors to lesser amount and predictability of regulations,, large IT market,
and capital-friendly tax system.
Finally, one interesting anecdote could be highlighted here: one business leader specified that
they would choose a country outside the EU, US, China, or Russia. They would do this
because these areas seem to be much less affected by the recent crisis than more developed
countries. This exemplifies the overall trend that changing business location is contingent on
stability and security. It undermines the EU's standing as an innovative powerhouse, as large
amounts of uncertainty at the moment, high prices are contingent on the ongoing conflict
decreasing stability leading to more business volatility.

Scenarios and Recommendations
As a conclusion to this report, this section will map out most likely scenarios for the future and
recommendations for further research that will enable us to rethink more broadly about the
possibilities that could arise to stimulate innovation to address challenges that could emerge
from alternative future scenarios.
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Future Scenarios
This report has so far provided a first-ever collection of data that analyzes the role of values,
axiological and cultural sentiments, as well as personal attitudes of the top ICT business
leaders in CEE in relation to non-Western based business (primarily Chinese). In addition to the
analysis and interpretation of the data presented in this report, it is necessary to also identify
how different drivers of change interact with one another and elaborate alternative scenarios
based on what has been learned. These scenarios will help with the development of plans and
strategies that will take into account the scenarios to undertake further effective
implementation, monitoring, and evaluation.
There are four possible scenarios that we would like to map out here in relation to the data
collected.
An Eastern Exodus to China
As the Russian invasion of Ukraine showed, many top ICT business leaders have seen closing
down of either whole businesses or branches (nearly 10 per cent of respondents) or significant
loss in partners and investment opportunities. With this exodus from the Russian market - a
trend that will most likely only continue further - businesses will look for more opportunities and
adjust towards China to continue to expand (or at times, even survive) the instability in the
Russian and Ukrainian markets. While there may be a strategy adapted to meet these
geopolitical challenges and tensions with more of a focus on the domestic market demand, it is
plausible that companies closing down in Russia will see further openings in other areas to the
East, primarily China, India or Vietnam. This is what, in some part, we have seen in the
aftermath of the instability caused by the Lukashenka regime in Belarus. From the CEE
perspective, this would not mean that they would be lost opportunities, but rather, that many of
these businesses would be off the radar, not operating in the EU but located somewhere in
Central Asia, closer to the sphere of influence of China and its market opportunities. Given that
ICT innovation necessarily requires further large interaction with the West, it would mean that
there is a space for China to have influence of the revisionist power. That would mean that the
7.8 per cent of CEE ICT businesses that operate in the Chinese market would significantly
increase as businesses expand Eastward.
The Seesaw of ICT Innovation in CEE
This scenario has two parts but both focus on the teetering of ICT innovation in CEE, namely,
that there will be shifts towards more innovation and less innovation. In the first case, there is a
negative output by the closing of the space of ICT innovation in CEE. The ongoing conflict with
Russia changes the opportunities in the market negatively. Migration of Russian specialists that
become available on the market can play out negatively for ICT innovators in the region, with
global HR efforts shifting their focus towards a new wave of Russian expats. Global companies
and ICT specialists who worked in and around Russia, Belarus, and Ukraine may be providing
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their service elsewhere, with these specialists taking their business away from employers and
companies in CEE to other locales (i.e. China). In the second case, CEE ICT innovators may
benefit from the situation as there is a growth of the segment of the economy in CEE as people
feel value and need from these services and these companies may employ some of these
migrants in CEE or take part of these resources that are all of a sudden available. The fallout
from the war may help both CEE and other Eastern markets, particularly China, if scenario one
is met.
Securitized Space Collapses the Market
As much of the data has shown, the war in Ukraine has caused severe repercussions for many
markets, and the ICT sector is not without its fair share of negative consequences. However,
this scenario is focused on the internet space more specifically - the shrinking space will
continue as companies continue to securitize and investments (and thus opportunities) will be
lower and lower. Businesses will not be able to develop and grow because of a shrinking space
for competition, as many businesses or employees may need to be vetted in order to actually
have work done for them. These barriers will cause a further ripple effect to the growth of the
ICT sector as a whole, affecting the ability for Chinese businesses to flow or expand into the
CEE market, and vice versa. This is further compounded with our initial assumptions that many
CEE business leaders will see cybersecurity threats stemming from Russia and China, proven
in our data. The data shows that CEE ICT innovators believe cybersecurity threats come mostly
from Russia (78.4 per cent), with China coming in second (64.7 per cent), leading to further
securitizing against such threats. It might lead to further elimination of possibilities for
expansion into the Chinese market or Chinese ICT products and services in CEE, since in such
case it more than probable that the Chinese government would apply reciprocal, retaliatory
measures
ICT Innovation in CEE Escapes the Global Trend
This final scenario is a more optimistic one. It should also be rated as highly plausible, given
the nature and past history of ICT as a whole. The sector may not be too worried about these
consequences, may suffer losses in the interim (through resources, time) or may not be able to
expand as rapidly as they have seen in recent years, but they still will adjust their operations
due to the flexibility of their business models in the first place. In relation to the third scenario,
many ICT businesses are aware of the consequences that can occur and are offering
contingency plans. However, this may mean that these businesses will focus on their own
domestic market as opposed to growth elsewhere. As we’ve seen that only 7.8 per cent of CEE
ICT businesses are already active on the Chinese market, this would mean that the number - at
best - stagnates, and at worst will decrease even more so which will bring more opportunities
for the growth of ICT counterparts in other (particularly South and Eastern Asian) emerging
economies.

Recommendations
Given that this report is one of the first to map out the political sentiments of leading ICT
innovations in CEE, one of the most important recommendations is that more research on this
topic must be conducted. The survey shows that the assumptions held prior to the start of the
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survey - namely, that political attitudes do play a major role in business decision-making for
CEE ICT business leaders, that cybersecurity threats are most commonly occurring from
Russia and China - are correct through the data. However, this exploratory research is just the
first critical step which maps out these growing sentiments in CEE business leaders. The next
steps should be compiled of the research segments: quantitative (CAWI/CATI surveys on
representative sample groups for each country) as well as qualitative (IDIs, focus groups). The
latter should also consist of a more in-depth analysis based on these participants - or an
expanded group of participants - which could serve as an advocacy group moving forward to
workshop possible scenarios or future outcomes and strategy for business development of the
ICT industry in the region.
As the ICT industry becomes much more securitized in its practices due to cybersecurity
threats from Russia and China as well as international trade, investment and financial
regulations, in addition to its political sentiments towards these leaders, businesses are
pivoting towards its own internal domestic markets. Still, given the obstacles that these
businesses face regulatory obstacles, it’s important that their concerns are heard and
concessions are made, albeit not to the detriment of data privacy concerns. Data protection
seems to be one of the main concerns to regulation on behalf of these CEE ICT innovators, yet
these protections are in place to ensure democratic security is met for consumer and civil
rights protections. More attention should be paid to this ongoing issue with further research
and stakeholder engagement, particularly, linking data privacy non-governmental organizations
with state representatives and business representatives to ensure these protections are
mutually beneficial as well as proportionate and enforceable.
Furthermore, as the content of the survey was limited, another recommendation is to expand
on the amount of questions but to have several studies which focus on a different aspect of
this exploratory research. For instance, the hiring of Russian ICT specialists in CEE was left out
of this survey, as the focus was more on China and Eastward expansion of ICT businesses
from the region. Interesting further results could be seen by studying and analyzing this chain
of hiring to understand where both the negative and positive impact of the closing of the
Russian, Belarussian, and Ukrainian markets can be seen. Further research would also benefit
from quantitative surveys on large sample sizes, and desk research on: investment and capital
flows, changing of headquarters of companies seeking safe havens, labor market adjustments
as well as cybersecurity.
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